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I The input file is compressed using 
| a redundant byte reducing 



method and padded with random 
bytes to produce a file with a 
length of a multiple of 64 bytes. 



no 



r 5 * 



K3 is created 




1^ 



i 

i 



Cycles once for each input block 



The Substitution Array is 

i transposition ed. 

j 

4 

t 

\ Switch Position: KS[ i ] 



n4 



FIG. 5 



® 



The Transverse Array is 
transpositioned. 

Switch Position: KS[ i ] 



! 



Cycles 4 times 



1 The input block is feed into an 8x8 
bit S box. (substituted with SubQ). 
Each input byte is feed in 
T[ byte position] number of times. 



Cycles 4 times 



r 



/ 



\ 

KS[ i ] / 

/ 




KS[ i ] % 31 + 1 



r 



\ 



\ 

x KS[i] / 

\ / 




The Substitution Array is 

I transpositioned. 



Switch Position: KS[ i ] 



■» 



1 





:2 * 




(bU (C 



The Transverse Array is 
transpositioned. 

Switch Position: KS[ i ] 



Each byte is feed into an 8x8 bit S 

box.(substituted with SubQ) 

T[ byte position] number of times. 



! 



°|0 



Each byte is transpositioned 



i Switch Position: KS[ i ] 



i ! 



I 



! Each bit is transpositioned. 



| Switch Position: KS[ i ] « 8 | KS[ i ] 



( 



F1() 



' File Transposition 

i 
) 

; The first 1 28 bytes of ciphertext are transposrtioned within the entire ciphertext. 
■ 

* 

t 

! Initialize SWK: 

! SWK [ i ] = !KS[ i ] «24 | IKS[ i+64 ]] «16 | IKS[ i+128 ] «8 | IKS[ i+192 ] 

| 

• SWK[ i ] = F2 ( SWK [ i ] ) 

| Switch_key A = SWK [ i ] 

\ Switch_position = Swrtch_key % Filejength 



- - append 

IKS - Initial state of KS 

SWK - Switch Key 
-OR 



▼ 

Done 




Input file 
extension 



\ 



\ 




Checksum of 
ciphertext 





FIG. 6 



K3 Modification ! 



K3[ i ] + = ( K2[ K2[ K3[ i ] ] ] % 255 ) + 1 1 3 + K2[ i ] 



K1 Modification j 



K1_SEED A = K1[K1 [K3[i]]] 



K1 



Inserted once at start 



Cycles 85 times 




FIG. 7 
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K1[s] 




K1[s] 



(K1[s] 
\ %254)+2 
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(3 



<S> 
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K1[s] 




Wo 




K1[s] \ 




K1[s] \ 







(K1[s]%15)+1 




K1[s] 




\\1 



y 





/ 

/ (K1[sl 
\ %254)+2 



\ 




\ 



K1[s] 




\ 




& 




\ 



K1[s] 




K1[s] 




(K1[s]%31)+1 




K1[s] 




Output a byte of the 4 byte output block provided by the 
previous set of operations recursively setting the current 
output block to the next output block when the current output 
block is exhausted, use a different ordered byte each round. 



After 85 cycles 



Block Transposition 
All bytes in new K1 are transpositioned 
Swrtch_position[0 =K1 [ K1 [ i J ] 



New K1 



K2 Modification ; 

* 

K2_SEED + = ( K3[ K3 [ # ] % 64 ] % 253 ) + 3 j 

^™ t 

■ 

K2_SEED A = K2 [ K2 [ K3 [ K2[ K3 [ s % 64 ] + K2[ # ] % 1 92 ] % 64 ] ] ] 

* 
I 



K2_SEED 

! 

i 
! 

Inserted once at start 




FIG. 8 





\ 



K2[s] 



K2[s] 



(K2[s]%15)+1 





r 



K2[s] 



r 




\ 



(K2[s] 
%254)+2 




K2[s] 




K2[s] 




K2[s] 




(K2[s]%31)+1 






K2[s] 




Output a byte of the 4 byte output block provided by the 
previous set of operations recursively setting the current 
output block to the next output block when the current output 
block is exhausted, use a different ordered byte each round. 



After 85 cycles 



Block Transposition 
All bytes in new K2 are transpositioned 
Switch_position[i] = K2[ K2 [ i ] ) 



New K2 



offset_one = 0 offset_two = 1 offset_three 
KS[ 0 ] = K1[ K2[ # ]] + K2[ K1[ # ]] 
i = 0 



= 2 



Cycles KS (length) times 



i a_prev = a 



a = a +( K1 [ i ] x a_prev) + (K2[ i + offset_one]) 



»4o 



b = b +( K2[ i + offset_two ] x a_prev) + (K1[ i + offset_three]) 



•14 



! 



KS[ i ] = a x KS[ i - 1 ] + b 



>4M 




[ 

i offset_one = offset_one + 1 
offset two = offset two + 1 



i 



offset three = offset three + 1 



1 

1 

1 

H1(v1,v2,v3,v4,v5,v6,v7) = 


( 71 


A 


72 & 73 | ~74 & 75 A 76 A 77) 


H2(71 ,72,73,74,75,76,77) = 


( 71 


& 


-72 A 73 A 74 A 75 & 76 | 77) 


H3(v1,v2,v3,v4,v5,v6,v7) = 


( 71 


A 


72 | 73 A 74 | -75 A 76 A -77) 


H4(v1,v2,v3,v4,v5,v6,v7) = 


(-71 


A 


72 & 73 | 74 A 75 A -76 & 77) 


H5(71 ,72,73,74,75,76,77) = 


( 71 


& 


v2 A 73 A -74 | 75 & 76 A 77) 


H6(v1,v2,v3,v4,v5,v6,v7) = 


( 71 


A 


72 & -73 | 74 & 75 | 76 A 77) 


H7(71 ,72,73,74,75,76,77) = 


( 71 


A 


72 | 73 & 74 A 75 A ~76 & 77) 


H8(71 ,72,73,74,75,76,77) = 


(-71 


& 


72 A 73 I 74 A 75 & 76 A 77) 



~ j HASH(hnum,output I v1,v2,v3,v4 I v5 ) v6 l v7,key) = (output += 

m | key+hnum(v1 ,v2y3,v4y5,v6,v7) 

[= HASH_FOR_KEY(hnum,result,output,7l,72,73,74,75,76,77,key) = 
tL (result+=output+key+hnum(7l ,72,73,74,75,76,77)) 



FIG. 10 



F3_SEED 

i 

Inserted once at start 




Cycles 85 times 
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(K[s] 
%254)+2 





K[s] 
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K[s] 
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K[s] 
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(K[s]%31)+1 




i?4 





K[s] 



Output a byte of the 4 byte output block provided by the 
previous set of operations recursively setting the current 
output block to the next output block when the current output 
block is exhausted, use a different ordered byte each round. 



After 85 cycles 



Block Transposition 
All bytes in newK are transpositioned 
Switch_pcsttion[i] = K{ KJ i ] ] 




\<=tO 



NewK 



input_block = 256 bytes of input, read from the input file. 



varO = 32 bit pointer assigned to input_block; 
varl = 32 bit pointer assigned to (input_block+32); 
var2 = 32 bit pointer assigned to (input_block+64); 
var3 = 32 bit pointer assigned to (input_block+96); 
var4 = 32 bit pointer assigned to (input_block+128); 
var5 = 32 bit pointer assigned to (input_block+160); 
var6 = 32 bit pointer assigned to (input_bfock+192); 
var7 = 32 bit pointer assigned to (input_block+224); 



# - static numbers 
index++ - running index 

rep - running index 



for(rep=0;rep<8;rep++){ } - Code within M { }" will be executed eight times and rep will be 

incremented after each loop. 



» 



j F3_SEED = (((K[(HASH_FOR_KEY(H1,o,K[#],K[#J,KM > K[#3,K[#l I Kt#],Kf#],K[#l,K[(s)]))%64l)>> 
i(HASH_FOR_KEY(H2,o,KM,K[#],K[#l > K[#],K[#],K[o%64],K[#l,K[#J,K[(s)]))%25)); 

F3(F3_SEED) 

| F3_SEED = (((K[(HASH_FOR_KEY(H1 .o,K[#],K[#J,K[#l,K[o%64],K[#],K[#l,K[#I,K[#],K[(s)]))%64]) 
(HASH_FOR_KEY(H2,o,KM,K[o%64].K[#],KI^,K[#J,K[#] 1 K[#l,K[#],K[(s)]))%25)); 

F3(F3_SEED) 

F3_SEED = (((K[(HAS H_FOR_KEY(H 1 ,o,K[o%64],K[#],K[#l,K[#],K[#],K[#I,K[#l,K[#I,K[(s)]))%64})» 
(HASH_FOR_KEY(H2,o,K[#0,K[#],K[#J,K[#],K[o%64],K[#],K[#],K[#],K[(s)]))%25)); 

F3(F3_SEED) 

I 



I 





i 256 bytes of input is 
j read and exclusive 
| ored to the running 

keyed message 
j digest 



F3_SEED = (((Kl(HASH_FOR_KEY(H7 ( o,var3t6l ( var4iq,var5[6],var1 [6] 1 varq6l,var7l6] t var6t6],\^r2t6] 1 KI(index++%64)]))%64])>> 

(HASH_FOR_KEY(H8,o,\rar2[7] 1 ^r€[7l,^r4{7],var5(7],\rar3(7] 1 \«rin.^«^^ 



i F3( F3_SEED ) 



FIG- 12 



i for(rep=0;rep<8;rep++) 

i< 

j HASH(H1 .varOfrepl.varl [repl.var^repJ.varStrepl.var^repJ.varSlrepl.varetrepl.varTIrep], K[repJ); 
! HASH(H1 p vaM [rep],var2[rep],var3{rep],var4{rep),va^ 

■ HASHCHI.va^repJ.varSIrepJ.var^re^^^ 

j HASH(H1 ,rar3Irep],var4{rep],var5(rep],var6[repJ,\rar7lrep] t varO[rep],vaii [rep],var2{rep],K[rep+24D; 

■ HASH(H1 .var^repl.vaiSIrepl.vareirepl.varTIrepI.varOIrepl.varl [rep],var2(rep],var3Irepl 1 K[rep+32]); 
| HASH(H1 ^r^repJ.vareirepl.varTIrepl.varOtrepJ.varl [repl.varatrepl.var^repl.var^repJ.Klrep+O]); 
j HASH(H1 r var6[repJ,var7[rep],varqrep],vaii [repl.var^repJ.var^repl.var^repJ.varSlrepJ.KIrep^]); 
j HASH(H1 .varTIrepJ.vaiOfrepJ.varl [repl.^^IrepI.Nrarairepl.Nmr^repI^rSlrepJ.varqrepJ.KIrep+Sei); 

!> 



\ 

■ F3_SEED = (((KKHASH^OR.KEYfHS.o.^rSCei.var^ei.va^ 

| (HASH_FOR_KEY(H5,o,\^r2[7],var6[7] I rar4{71,varSrn,^r3[71,^^^ 
| F3( F3_SEED ) 



j for(rep=0;rep<8;rep++) 

L 

j HASH(H2,varqrep] l \^r2[rep],var3{rep] 1 var4{rep],\^rS[rep],Nrar6[rep],\ra 
| HASH(H2,vart[rep],var3[repL^ 

I HASH(H2,var2[rep] l var4{rep],var5[rep],var^rep],var7[rep] l varOlrep] I var1 [rep] ( var3[rep] ( KIrep+1 6]); 
| HASH(H2,>«i3[rep],\rar5(rep] ( ^ 

j HASH(H2,var4{rep] l var6[rep],var7Irep],varO{rep] 1 var1 [rep],var2[rep], var3[rep],vaiS[repl, KJrep+32]); 
| HASH(H2,vai5[rep],var7[rep], varO[rep] ( var1 [rep], va^repj.var^repj.var^repl.vareirep], K[rep+403); 
| HASH(H2,var6[rep],vart)[rep] 1 vari [rep],var2Irep],var3[rep], var^repl.varSfrepJ.varTIrep], K[rep+48]); 
\ HASH(H2,var7{repl,vaii[rep] l var2trep],\rar3(rep],\«r4trep],Nrar5lrep] 1 ra 

!) 



» i 



j F3_SEED = (((KKHAS^FORJ^YfH^o.varStei^r^^ 
| (HASH_FOR_KEY(H7 ( o,^i^7],var€I7],var4I71 1 \raf^ l var3r71,^Mn 
F3( F3_SEED ) 



! for(repO;rep<8;rep++) 

u 

j HASH(H3,varqrep],var3[rep],var4[rep^^ 

j HASHCHS.vartlrepl.var^repl.varSfrepJ.var^^^ 

| HASHCHS.va^repl.varSIrepl.varQrepl.varTlrepl.varOtrepl.varl [repl, varStrepj.var^repl.Klrep+l 6]); 
j HASH(H3,var3[rep),var6[rep],var7^^^ 

j HASH (H3, var4{repl,var7[rep],varO[rep],var1 {repl.var^repj.varSlrep], varStrepJ.varClrep], Kfrep+32]); 

j HASHfHS.vrarSfrepJ.varqrepl.varl^ 

; HASH (H3,var6[rep],\rar1 [rep], var2(rep],va^ 

j HASHCHS.vrarTIrepJ.varSlrepl.varSf^^ 



» 



j F3_SEED = (((KKHASH.FOR.KEY^.o.varSfq.vrar^^ 
| (HASH_FOR_KEY(H6,o 1 var2I7],\rar^7],\«r4{71 I var5I7],var3(7] 1 var1[7],\^ 

| F3( F3_SEED ) 



for(rep^>;rep<8;rep++) 
{ 

HASHCH^varOIrepl.var^repl.varSfrepl.varefrepJ.varTIrepl.vaii [repJ.var^repl.vaK^repJ.Kfrep]); 

HASH(H4,vaM[rep],\rar5[repI l var6[rep],\rar7[repI 1 ^rO(rep] 1 var2[rep],var^ 

HASH(H4,var2[rep],var6frep],var7[rep],w 

HASH(H4 t var3{rep],var7Irepl,vafO{rep],var1 [repJ,var2[rep],var4{repl ( var5(rep] 1 var^rep],K{rep+24]); 
HASH(H4,var4(rep],var0trep],var1 [repJ,var2[rep] l var3[rep],var5[rep],var6[repl,var7{rep],Klrep+32]); 
HASH(H4,var5[rep] I var1[rep],var2[rep],^r3[rep],\^r4[rep] 1 \«r6(rep],var7[rep]^ 
HASH(H4 f \rar6[rep],var2[rep] i \rar3[rep],vgr4[rep],var5(rep] ( var7[rep],varq^ 
I HASH(H4,var7Irep] t var3[rep] ( var4{rep],var5[rep],var6[rep],vart^repJ,var1 [rep],var2[rep],K[rep+56]); 

} 



F3_SEED = (((KKHASH.FOR.KEYCHy.o^rTISl.varSfSI.vafatSl.varl [5],\rar6I51,vai^[5],var4I51,\^51 I Kl(index++%64)]))%64]): 

(HASH_FORJ<EY(H1,o,var4{q,var1[^ 

F3( F3_SEED ) 



for(repO; rep<8;rep++) 
{ 

HASH(H5,varqrep],var5[rep],var6[rep],va^ 
HASH(H5,var1 [rep], var6[rep],var^ 

HASH(H5,var2[repl l var7lrep] ( var0lrep] l var1 [rep],var3[rep],var4{rep],var5(rep] ( var6[rep] l K[rep+16l); 

HASH(H5,vai3frep],varqrep],vart[r^ 

HASHtHS.va^repl.varlfrepl.va^ 

HASH(H5,>rarS[repj,var2lrep],var3^ [rep],Klrep+40]); 

HASH(H5,var6[rep],va^rep],var4{rep] t va^ 

HASH(H5,var7[rep],var4lrep],var5[rep],va^ 

} 



» i 



: F3_SEED = (((KKHASH.FOR.KEYfHS.o.N^rTiej,^^ 
j (HASH^ORJ^YCHS.o.va^TJ.varlH^ 
! F3( F3_SEED ) 

! 




for(rep^); rep<8;rep++) 
{ 

HASHtHS.vraiqrepl.Nrareirepl.varTlrepl.v^ 
HASH (H6, vail [rep],\rar7lrep],v^ 
HASH(H6,var2lrep],varqrep] ( var1[rep]^^ 
HASHfHe.va^repl.varlfrepl.var^repl.w^ 

HASH(H6,var4{rep],vaj^rep],>rar3[rep],ra^ [rep],K[rep+32]) 
HASHfHB.varSIrepJ.varairepl.var^ 

HASH(H6,var6[rep],var4[rep] l var5(rep] l var7trep],varqrepJ ( \^r1[rep] t \«r2[re^^ 
HASH(H6,var7[rep],var5[rep],var6Irep] t vafO[rep] t var1 [rep],var2[rep],var3[rep],var4{rep],Klrep+66]) 

} 



\ F3_SEED = (((^(HASH.FORJ^HeAvarTjei.va^ 

j (HASH_FOR_KEY(H8 t o,var4[7l,var7I71 ( var6T7],var3(71,var7r7],vaiOn 
j F3( F3_SEED ) 



~ ; for(repO;rep<8;rep++) 

s > 



'rsf j 



; s j i 



HASHCHT.varOfrepJ.varTfrepl.varl ^ 
HASH(H7,var1[rep],varO[rep],var2[rep],ra 

HASH(H7 l var2trep],var1[rep] l var3Irep],var4{rep],var5Irep],var6[rep].\rar7[^ 

HASH(H7,var3(rep],var2[rep] ( var4{r^ 

HASH(H7,w4{rep] t var3[rep],varS[rep],\^^ 

HASHCHA^rSfrepl.v^r^repl.^reire^^ 

HASH(H7,var6[rep],varSlrep],var7[rert^ 

HASH(H7,var7lrep],var6(rep],varO(rep] ( var1 [rep],var2[rep],var3[rep],var4trep] t var5lrep], 
} 



K[rep]); 

K[rep+8]); 

KJrep+161); 

Ktrep+24]); 

K[rep+32]); 

KJrep+40]); 

HJrep+48]); 

K[rep+56]); 



F3_SEED = (((K[(HASH_FOR_KEY(H3 l o,var3[6l ( var4(6| t var5{6l 1 var1 [6],varC(6l,var7[6],var6[6] 1 N^6l,K[(index++%64)]))%64]): 

(HASH^ORJ^Y^Avar^TJ.varQTl^r^ 

F3( F3_SEED ) 



I 



for(rep=0; rep<8;rep++) 
{ 

HASH(H8 t \«iO[repl,var7Irep] 1 var2trep],\rar3[rep] l w4{rep],vai5[rep],var6Ire 

HASH(H8,var1[rep],varqrep],var3[rep],^ 

HASH(H8,var2{rep],var1[rep],var4{rep],va^ 

HASH(H8,var3[repJ,var2[rep] l var5Irep],var6(rep] l var7[rep] ( varO(rep] ( var1 [repl.var^rep], 
HASH(H8,var4{repl,var3Irep],var6[rep],var7[rep],varO[rep],var1 [rep],var2[rep],var5trep] ( 
HASH(H8,var5[repJ,var4lrep],var7lrepJ l varO(rep] l var1 [rep],var2[rep],var3(rep],vai«[rep], 
HASHfHS.varefrepl.varSlrepl.vrarqrepl.vart^^ 

HASH(H8,\rar7[rep] l var6IrepJ l \rar1[rep],var2[rep] ( var3[rep],var4{rep]^j5[rep] l ^ 
} 



Klrep]); 

KJrep+8]); 

Klrep+16]); 

K[rep+24]); 

Klrep+32]); 

K[rep+40]); 

Kqrep+481); 

KJrep+56]); 



▲ 

I 



NO 




j - running index 



I F3_SEED = (((K[(HASH_FOR_KEY(H1 ,o,K[#],K[#l,K[#l I K[#] J K[#l 1 K[#] 1 K[#] ) KM,K[(s)]))%64])>> 
i(HASH_FOR_KEY(H2 ) o,KOTX[#] I KM,K[#] 1 K[#l,K[o%64] 1 K[fl,K[#] J K[^ 

j F3(F3_SEED) 

i 

l 

j F3_SEED = (((K[(HASH_FOR_KEY(H1 ,o,K[#],K[#l,K[#],K[o%64],K[#] 1 K[#|,K[#l,K[#],K[(s)]))%64])» 
|(HASH_FOR_KEY(H2,o,K[#!,K[o%64],K[#],K[#],K[#),K[#],K[#l,K[#],K[(s)]))%25)); 

j 

| F3(F3_SEED) 

j 

| F3_SEED = (((K[(HASH_FOR_KEY(H1 ,o,K[o%64],K[#],K[#],K[#],Kt#],K[#I,K[#I I K[#I,K[(s)]))%64])» 
|(HASH_FOR_KEY(H2,o,K[#],K[#],K[<q,K[#],K[o%64],K[#],K[#I,K[#],K[(s)]))%25)); 

i 

| F3(F3_SEED) 



i , 

▼ 



Block Transposition 

t 
i 

i 
i 

All bytes in keyed message digest block are transpositioned 

| 

j Switch_position[i] = K[i] 



T 

i 

i 
j 



T 




j Encrypted 




i 

T 

DONE 



